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JT-X1712
Security requirements and measures for quantum key distribution networks

—key management

| .<Overview>

TTC standard JT-X1712 specifies security threats to key management in
quantum key distribution networks (QKDN), security requirements for key
management in QKDNs, and security measures for key management to meet

security requirements.

II.<References>

1. Relation to International Recommendations

This standard specifies the functional requirements for quantum key
distribution networks and is based on the ITU-T X.1712 issued by ITU-T SG17
(10/2021).

2. Additional items to the above recommendations
2.1 Optional Choices

None

2.2 National matter decision item

None

2.3 Others

None

2.4 Comparison of Chapter Structure with the Original Recommendation

None
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Version | Date Outline
1.0 24, February, 2022 Established
1.1 29, May, 2024 Error correction in clause 2

4 . Industrial property
The status of submission of "Confirmation letter concerning the right to use
industrial property rights" related to this standard can be viewed on the TTC

website.

5. Others
(1) References

Recommendation ITU-T X.1714

ISO/IEC Standard None
TTC Standard JT-X1710, JT-Y3800, JT-Y3801. JT-Y3802
JT-Y3803

6 . Working Group that developed this standard

Security working group
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Information assets to be protected in key managementin the QKDN
Key data

Metadata

Control and management information

Security threats of key management in QKDN

Threats to KMA links (T_K2-1) and key supply links (T-K1, T_K3,
T_A1)

Threats to KSA links (T_K2-2)

Threats to control and management links (T_C, T_M, T_C&M)
Threats to KMA and KSA (T_KMA, T_KSA)

Security requirements and measures for information assets of key
management in QKDN

Security requirements and measures on the key data

Security requirements and measures on the metadata

Security requirements and measures on the control and
management information

Loss and corruption, and DoS



